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X Brmity o APOOS: Managed sourcesor log collection; reintegration impact ofdiscontinuing and alternatives. 2620 Havemanagement reportson dentified deicenciesin - se pu. & ars i mt.
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eccountlescing practicss) met 0813 Havearegister of certificates (Y LR AN DSS05: Managed Information security nla A.18 Compliance Dom ain 1 5 s 2120 et adngass andtime of boeumncesr Art. 23 Abs. 4 RTS risk mgt. i Art. 3Abs. Ensure review of ICT business continuity policy and of
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forthe timely verfication and remediation of crtical ICT Securiy Services ‘management g security — - — o DORAreference Roles & Responsibilties in partcular cyber attacksonthe digtaloperational A 13A0S:-1DORA Ensure identification of the entites signing the Art.5Abs. 1()TS 2626 Ensuretesting of ICT business continuity pansof CT 54 3() DORA
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0309 Ensurereviewo ICTintemal auditplans. A 5Abs.2 () DORA omain ool toprotectinformationin transit - - oot 1505 Hovemeasurestosecure CTassets, bothwithinand  Art. 18Abs. 2(c) RTSrisk systemsand EUA/IDP Ensure technicaland organisational measuresto 31 continuityinthe eventof business dsruption dueto  ignggemen
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: IGLEESIC ST - g unattended ICT assets mgt. COBIT19 mLa 15020000 15027000 o )
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Ensure the securing of networktraffic between the. a . coBIT19 mLa 15020000 15027000 third party service providers arrangements
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12-27  Ensure reviewof TLPT policy Art. 11Abs. 1 (a) (i) RTSTLPT ICTsystems " ) — e ———— service providers contractual arrangements
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managementframework Have network services agreements with CTINUA-G0UD 10 s 1 () RS sk 1647 winerabiltiesand cybertheats, ICT-relatedincidents, 100 oo 20,13 technicalspecifcation f requirements elaingt Art 16 Abs. 1(5) RTSisk monitoring cyberthreats, detection of anomlous et
09:24 senvice providersor by CTthirc-party service providers, [ o . 9.1 Monitoring, in particularcyber-attacks on the digital operational : acquisition, development and maintenance of T met. activiies andvunerabilly management;
Have assessments o analyzo the impact and e ifrequired DSSosiMonaged  IfomaonSeCu  mcasuroment anaiysis, A 120perainssecurty ) e
0520 evaluatethe rsicualrisks of weaknesses, defilencies (. curi managemer Endevaluation o e, Art. 22 Abs. 1 (d) RTSisk
or gapsthat are not subject to remedial measures. Ensure identification and update of information s A AT 2044 Ensure wdenmu:amnandanalymsalvulnerahwlmesand Art. 16 Abs. 2 (b) RTS risk e met.
Roles & Responshbilties DSS01:Managed  Monitoringand event 1612 resourcesto build and maintain awareness about s - 1% anomaliesinsource c mgt.
Operations management vulnerabiltes; “ e P —— Art 22 Abs. 1 (d) TS isk
Domain10 Have assessmentsto analyze proprietarysoftwareand 10\ o pre i met
0521 Art.5Abs. 2DORA 1643 Performautomateduinerabilty scanning and Art. 10Abs. 2 (b) RTSrisk 2015 source code priorto their deploymentinthe production
ICTrisk management framework and CTrisks Backup e e ICT et e ] g 2154 At 23 A
Exe lar
0522 acceptance of the residual CT isks that exceedthe (. Serence deploymentaof patches and other mitigation measures  mgt. 2155 incidentreportandtemplate forfinalincidentreportto  reporting, Art. 19Abs. 1
financialentit’sisk tlerance level Have technicalspecifiation and ICT technical P — competent authoriies D
ra— _ cosi1s mLs 15020000 15027000 Strat Ensure idenifcation and evaluation of available P 2016 specificationrolatingto acauisition, developmntand b
Reports, reviews, evidences & contre 1615 softwaroand hardwaro patches andupdatosbyusing . d maintenance of ICT systems, met. Ensure post ICT-related incident reviews and
e o - 13.01 :*svlemvmmd loggingprocedures, protocolsand x4 1> avc 1 RTS isk mt. automatedtools, where possible - P TR 2156 identificationof required improvements tothe ICT Art. 13 Abs. 2DORA
S ermation secun nla A.12Operations securi ools. 9 t. 16 Abs. 2 () RTS i operations.
0523 andonuroroporingohersvewiothe compoton A6 Abs. S00RA SecurityServices management i N . . e htes 1616 Ensuroidentifcationand analysisof vinerabiltiesand At 16Abs. 2 (b) RTS sk 2017 oficTsystems mat.
rocesses, plans, measures, protocols & tool anomaliesin source cod mgt.
13-02 ihertaitylinte gy erd Art. 12 Abs. 1 RTS risk mgt. e S otav el 4t Lot e et o o s. sk
05.25 Hweaccussmn-enansmmelm"sk management Art. 16 Abs. 4RTSisk met. confidentiality of data in context of logging " v =nmmnm:nu o heirdeplomentinihep o gt in22
functo 16Abs. - Domain
At 12 Abs. 2 () RTSisk TG - ot .
0526 Have anovervewon andscapeof CTrisks A, 24 Abs. 3DORA i [— 3030 [112ve measires o saciie and fanda tietog cata) P Repons, reviews,evidsnces & controls Monitoring, Availability, Capacity & Performance
DORA requirement
Register, libraris, inventories DORAreference 1618 Art.2Abs. 1 (0 RTS risk
gister,libraries, e |E e | A e 5.1 (K) RTS risk met. Management
0527 Have aninventory of the accepted residual ICT risks ,:‘r;za)lbsv UGS Straty L L i, PR 1619 Ensure monitoring and verify the remediation of Art. 10 Abs. 2 (g) RTS risk
g | D | e aemm 1305 andlogiealandphysicalaccess contral m . ne- cosiTts mLa 15020000 15027000
scope ofthe data that is subjectto the backupandthe  Art.12Abs. 1 (2 ocor i ; "
minimum frequency of the backup p— Aoggmg R Ty Art 12 Abs. 2(c) i) RTS isk 1620 Haverecordsof detected vulnerabilities affecting ICT Art. 10 Abs. 2 (h) RTSrisk
1306 systems and the monitoringof theirresolution mgt. 05507 Managed  Monitoringandevent 91 Monitoing.
managen e e PR O S TN NN casyamont anaysis, 12 Oporationssecurty
1002 At. 12 Abs. 1 (b) DORA Art. 12 Abs. 2 (c) (i) RTS fisk. 1621 e o o acton pans o address  Art 16Abs. st andevaluation
minmum downtime, Imited disrupion andoss 1307 el ST o o s (1 sotres coud e Messaromontand
erform source code reviews coveringbothstaticand At 16 Abs. 2 (b) RTSisk aport
Art. 8 Abs reporting
55 T ckand P 3 Art. 12 Abs 1622 gynamictesting met.
ecovery foruse In the eventof CT system isruption it e T ) T et .
Processes, plans, measures, protocols & tools (t.12Abs. 1623 Ensure socurity testing of software packages B TTATNSS
1309 ez me.
8 activities, including ICT network performance; mgt. DORA requirement Exemplary
10.04  Havebackupandrestoration requirements of ICT Art. 8 Abs. 2 (b) ) RTSrisk rec DORAreference.
systems mt. Have measures o protect logging systems and log
Repor miow sdncs S conic ] e N Sttogn e s el
relevant, inuse;
,inuse; Have documented capacity and performance
1005 ang recovery procedures and methods L {ELEDARER (o PPy 2201 management procedures toidentify capacity Art 9 Abs. 1 RTS risk et
1311 Have measurestodetectfailreof ogging ystems 1'% requitementsof their CT systems.
Have resource optimization and monitoring procedures.
Define retention period of logs for granting, reviewingand ~ Art. 21 Abs. 1 (e) (i) RTSrisk
1312 .o, tomaintainandimprove the availability of dataand ICT )
revokingacoses igita) i 222 ‘systems and efficiency of ICT systems and prevent ICT STl PRTS ek et
capacity shorta
1313 areauthorized toaccesspremises, datacentersand A%, 21 ABS:
sensitive designated areas. met. Have documented policies and proceduresto manage
the CT oparations of [CT assets witha viewto ensuring
Ensure the identification of the events to be logged, the Polnsll [hesculivoigetpors enahhngauequamsaﬁeguams Art. 8 Abs. 1 RTS risk mgt.
Art.23Abs, against intrusions and data misuse and presenvingthe
Ui and handle the log data, considering the purpose for availability, authenticity, mmg;uyanueumnuennalm/ei
whichthe logs are croate data as partof the ICT security policies and procedures
R e T T B e g4 Have policies andproceduresfor CT operations
EAnahsaoP 2204 oot dingeontrolsand monitoring of ICT systams: P E AR
Ensurethe dentificationof the events to be ogged, the
135 retention period of the ogs andthe measurestosecure  Art. 12Abs.2 (a) RTSrisk Have policies and procedurestomanage the ICT P —_—_
15 andhandle the log data, consideringthe purpose for  mgt. el e P e S e
which the ogs are created. policies and procedures
Repons, reviews, evidences & controls 2206 Havepoliciesand procedures for CToperations Art. 8 Abs. 2 (b) RTS Risk
Management

1316

it

Art. 8 Abs. 2 (b) (i) RTS risk
mat.

including controls and monitoringof ICT systems

Processes, plans, measures, protocols & tools

2207

2208

Have redundant CT capacities (e.g. a secondary
processing site) equipped with resources, capabilties
andfunctionsthat are adequate to ensure business
needs.

ford

Art. 12Abs. 4DORA

‘approval processes orthat are resource-ntensive.

Repors, reviews, evidences & controls

2209

Monitor and controlthe security and functioningof ICT
systems andtools

Art.9 Ab:

Art.9Abs. 1DORA
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