
© Copyright 2024 | Dr. Marlen Hofmann| Alle Inhalte, insbesondere Texte, Fotografien und Grafiken sind urheberrechtlich geschützt. Alle Rechte, einschließlich der Vervielfältigung, Veröffentlichung, Bearbeitung und Übersetzung, bleiben vorbehalten.

DORA DEEP DIVE: REQUIREMENTS AND DOMAIN MAPPING

BAIT 1
(MaRisk AT 7.2, AT 4.2)

IT-Strategie

BAIT 2
(MaRisk AT 7.2, AT 4.3, AT 5)

IT-Governance

BAIT 3
(MaRisk AT 7.2, AT 4.4)

Informationsrisikomanagement

BAIT 5
(MaRisk AT 7.2)

Operative Informationssicherheit

BAIT 4
(MaRisk AT 7.2, AT 7.1, AT 4.4)

Informationssicherheitsmanagement 

BAIT 6
(MaRisk AT 7.2, AT 4.3)

Identitäts- und Rechtemanagement

BAIT 8
(MaRisk AT 7.2)

IT-Betrieb

BAIT 7
(MaRisk AT 7.2, AT 8.2)

IT-Projekte und Anwendungen

Domain 21
ICT incident management

Domain 17 
Identity and access management

Domain 11 
Security testing

Domain 07
IT configuration management

Domain 06
Information security & 

human resource (security) management

BAIT 10
(MaRisk AT 9)

(IT) Notfallmanagement

BAIT 9
(MaRisk AT 9)

(IT-) Auslagerungen und (IT-) Fremdbezug

Domain 01
ICT strategy management

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

01-01
Have a business strategy with defined business 
objectives Art. 6 Abs. 8 (a) DORA

01-02 Have a DOR strategy including defined ICT objectives Art. 6 Abs. 8 DORA

01-03
Have a strategy on ICT third-party risk and a multi-vendor 
strategy, if required Art. 28 Abs. 2 DORA

01-04 Have a communication strategy for ICT-related incidents Art. 14 Abs. 3 DORA

Processes, plans, measures, protocols & tools

01-05
Have a process to ensure that changes to the business 
strategy and DOR strategy are taken into account Art. 3 Abs. 1 (f) RTS risk mgt.

Assessments, analysis, approaches & instruments

01-06
Have an impact analysis of changes on the DOR strategy 
on ICT internal control framework and on ICT risk 
management governance

Art. 27 Abs. 2 (f) RTS risk 
mgt.

Reports, reviews, evidences & controls 

01-07
Monitor the effectiveness of the implementation of the 
DOR strategy Art. 13 Abs. 4 DORA

01-08
Monitor relevant technological developments on a 
continuous basis Art. 13 Abs. 7 DORA

Domain 02
IT governance management &

Internal controls system

COBIT 19 ITIL 4 ISO 20000 ISO 27000

APO02: Managed 
Strategy

Strategy 
management n/a n/a

EDM05: Ensured 
Stakeholder 
Engagement

EDM02: Ensured 
Benefits Delivery

APO04: Managed 
Innovation

COBIT 19 ITIL 4 ISO 20000 ISO 27000

EDM01: Ensured 
Governance Framework 
Setting and Maintenance

Service financial 
management

8.4.1 Budgeting and 
accounting for services A.18 Compliance

EDM04: Ensured 
Resource Optimization

APO01: Managed I&T 
Management Framework

MEA02: Managed 
System of Internal 

Control

DSS06: Managed 
Business Process 

Controls

APO06: Managed Budget 
and Costs

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

02-01
Have an internal governance and control framework that 
ensures an effective and prudent management of ICT risk Art. 5 Abs. 1 DORA

02-02
Have procedures to exchange cyber threat information 
and intelligence, if required Art. 45 Abs. 1 DORA

02-03
Ensure that all DOR policies fulfill formal policy 
requirements (see Art. 2 RTS risk mgt) Art. 2 RTS risk mgt.

02-04 Have specified segregation of duties’ arrangements Art. 2 Abs. 1 (g) RTS risk mgt.

Assessments, analysis, approaches & instruments

02-05
Have assessments of the effectiveness of internal 
controls

Art. 27 Abs. 2 (a) (iv) RTS risk 
mgt.

Roles & Responsibilities

02-06

Have clear roles & responsibilities for all ICT-related 
functions and establish appropriate governance 
arrangements to ensure effective and timely 
communication, cooperation and coordination among 
those functions

Art. 5 Abs. 2 (c) DORA

Reports, reviews, evidences & controls 

02-07 Allocate and periodically review the DOR budget Art. 5 Abs. 2 (g) DORA

02-08 Have reporting channels to management body Art. 5 Abs. 2 (i) DORA

02-09
Have management reports of the senior ICT staff on 
findings and learnings from security testing and from ICT-
related incidents

Art. 13 Abs. 5 DORA

Contractual requirements

02-10 Have Information-sharing arrangements, if required Art. 45 Abs. 2 DORA

Domain 03
Internal audit and compliance management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

MEA01: Managed 
Performance and 

Conformance Monitoring
n/a n/a A.18 Compliance

MEA02: Managed 
System of Internal 

Control

MEA03: Managed 
Compliance With 

External Requirements

MEA04: Managed 
Assurance

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

03-01
Have a three lines of defence model or an internal risk 
management and control model Art. 6 Abs. 4 DORA

Processes, plans, measures, protocols & tools

03-02
Have approved ICT audit plans and perform internal 
audits related to the ICT risk management framework Art. 5 Abs. 2 (f) DORA

03-03 Have security testing and audit processes Art. 6 Abs. 5 DORA

03-04

Have a follow-up process for verification and 
remediation of critical ICT audit findings including rules 
for the timely verification and remediation of critical ICT 
audit findings

Art. 6 Abs. 7 DORA

Roles & Responsibilities

03-05 Have an internal audit function Art. 6 Art. 3 (a) (iii) RTS 
contractual arrangements

03-06
Have a control function to oversee the implementation of 
ICT risk management framework and ICT risks Art. 5 Abs. 2 DORA

03-07

Have a control function to oversee the contractual 
agreements with third-party service providers, the ICT 
services provided under these arrangements and related 
ICT third-party risks 

Art. 5 Abs. 3 DORA

03-08
Have a control function to oversee the implementation of 
ICT business continuity policy and ICT response and 
recovery plans

Art. 5 Abs. 2 (e) DORA

Reports, reviews, evidences & controls 

03-09 Ensure review of ICT internal audit plans Art. 5 Abs. 2 (f) DORA

03-10
Ensure that ICT response and recovery plans are subject 
of internal audit reviews Art. 11 Abs. 3 DORA

03-11
Have auditors conducting inspections and audits on ICT 
third-party service providers Art. 28 Abs. 6 DORA

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

07-01

Have policies and procedures for ICT operations 
including provisions for secure installation, 
maintenance, configuration and deinstallation of ICT 
systems;

Art. 8 Abs. 2 (a) (i) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

07-02
Have measures to verify regularly that secure 
configuration baselines are effectively deployed

Art. 11 Abs. 2 (b) RTS risk 
mgt.

07-03

Have secure configuration baselines of all network 
components and ensure hardening of network and 
network devices according to vendor instructions and 
considering leading practices and standards

Art. 13 Abs. 1 (k) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

07-04
Ensure identification of secure configuration baseline for 
ICT assets considering leading practices and appropriate 
techniques referred to in standards

Art. 11 Abs. 2 (b) RTS risk 
mgt.

Domain 04
ICT asset & architecture management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

BAI09: Managed Assets IT asset management 8.2.5 Asset 
management A.8 Asset management

APO14: Managed Data
Architecture 
Management A.18 Compliance

APO03: Managed 
Enterprise Architecture

APO04: Managed 
Innovation

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

04-01 Have a documented policy on management of ICT assets Art. 4 Abs. 1 RTS risk mgt.

04-02

Have a documented ICT asset management procedure 
including the criteria to perform the criticality 
assessment of information assets and ICT assets 
supporting business functions

Art. 5 Abs. 1 RTS risk mgt.

04-03

Have policies and procedures for ICT operations 
including provisions for management of information 
assets used by ICT assets, including their processing 
and handling, automated and manual;

Art. 8 Abs. 2 (a) (ii) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

04-04
Have an ICT reference architecture and describe 
changes needed to reach specific business objectives Art. 6 Abs. 8 (d) DORA

04-05

Ensure identification and documentation of all ICT 
supported business functions, roles and responsibilities, 
the information assets and ICT assets supporting those 
functions, and their roles and dependencies in relation to 
ICT risk. 

Art. 8 Abs, 2 DORA

04-06
Ensure identification of all information assets and ICT 
assets and their interdependencies Art. 8 Abs. 4 DORA

04-07
Ensure identification of business functions, support 
processes, third-party dependencies and information 
assets, and their interdependencies

Art. 11 Abs. 5 DORA

04-08
Ensure identification of ICT systems and ICT assets 
supporting business functions Art. 3 Abs. 1 (b) RTS risk mgt.

04-09 Ensure identification of ICT asset owners Art. 4 Abs. 2 (b) (iv) RTS risk 
mgt.

04-10
Ensure identification of links and interdependencies 
among ICT assets and business functions

Art. 4 Abs. 2 (b) (viii) RTS risk 
mgt.

04-11
Perform criticality assessments on information assets 
and ICT assets supporting business functions Art. 5 Abs. 2 RTS risk mgt.

04-12 Ensure identification and control of legacy ICT systems Art. 8 Abs. 2 (a) (iii) RTS risk 
mgt.

04-13
Have a methodology and perform assessments to 
determine ICT services supporting critical or important 
functions

Art. 3 Abs. 3 RTS contractual 
arrangements

04-14
Ensure identification of the ICT third-party service 
providers signing the contractual arrangements for 
providing ICT service(s) 

Art. 5 Abs. 1 (i) ITS 
information Register

04-15
Ensure identification of the entities signing the 
contractual arrangements for providing ICT service(s

Art. 5 Abs. 1 (j) ITS 
information Register

04-16

Ensure identification and documentation of all 
processes that are dependent on ICT third-party service 
provider and identification of interconnections with ICT 
third-party service providers

Art. 8 Abs. 5 DORA

Reports, reviews, evidences & controls 

04-17
Have a classification of all ICT supported business 
functions, roles and responsibilities, the information 
assets and ICT assets supporting those functions

Art. 8 Abs. 1 DORA, Art. 4 
Abs. 2 (b) (iii) RTS risk mgt.

04-18 Have an approved data classification Art. 9 Abs. 4 (d) DORA

04-19
Ensure monitoring and management of the life cycle of 
ICT assets Art. 4 Abs. 2 (a) RTS risk mgt.

04-20
Ensure review of assessments to determine ICT services 
supporting critical or important functions

Art. 3 Abs. 3 RTS contractual 
arrangements

04-21 Have records of ICT assets Art. 4 Abs. 2 (b) RTS risk mgt.

04-22 Ensure review of ICT supported business functions Art. 8 Abs. 1 DORA

04-23
Have an appropriate design of networks taking into 
account leading practices

Art. 13 Abs. 1 (f) RTS risk 
mgt.

04-24
Ensure documentation of network connections and data 
flows

Art. 13 Abs. 1 (b) RTS risk 
mgt.

04-25
Review the network architecture and the network 
security design once a year to identify potential 
vulnerabilities

Art. 13 Abs. 1 (i) RTS risk 
mgt.

Register, libraries, inventories

04-26

Have inventories for ICT supported business functions, 
roles and responsibilities, the information assets and ICT 
assets supporting those functions, and their roles and 
dependencies in relation to ICT risk

Art. 8 Abs. 6 DORA

04-27

Have inventories for Information assets and ICT assets, 
including those on remote sites, network resources and 
hardware equipment, and shall map those considered 
critical and the links and interdependencies between the 
different information assets and ICT assets.

Art. 8 Abs. 6 DORA

04-28

Have inventories for all processes that are dependent on 
ICT third-party service providers, and shall identify 
interconnections with ICT third-party service providers 
that provide services that support critical or important 
functions.

Art. 8 Abs. 6 DORA

Domain 05
ICT risk management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

APO12: Managed Risk Risk management n/a Normative part of ISO 
27001

EDM03: Ensured Risk 
Optimization

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

05-01 Have a documented ICT risk management framework Art. 5 Abs. 2 DORA

05-02
Have strategies, policies, procedures, ICT protocols and 
tools to adequately protect all information assets and 
ICT assets

Art. 6 Abs. 2 DORA, Art. 1 
RTS risk mgt.

05-03
Establish a risk tolerance level for ICT risk, in 
accordance with the risk appetite of the financial entity, 
and analyzing the impact tolerance for ICT disruptions;

Art. 6 Abs. 8 (b) DORA

05-04
Have documented policies and procedures concerning 
ICT risk management Art. 3 Abs. 1 RTS risk mgt.

05-06

Have a procedure and the methodology to conduct the 
ICT risk assessments identifying vulnerabilities and 
threats that affect or may affect the supported business 
functions, the ICT systems and ICT assets supporting 
those functions and the quantitative or qualitative 
indicators to measure impact and likelihood of those 
vulnerabilities being exploited by threats

Art. 3 Abs. 1 (b) RTS risk mgt.

05-07
Have quantitative or qualitative indicators included in 
the ICT risk assessment procedure to measure impact 
and likelihood of vulnerabilities

Art. 3 Abs. 1 (b) RTS risk mgt.

05-08 Have a documented ICT risk treatment procedure Art. 3 Abs. 1 (c) RTS risk mgt.

Processes, plans, measures, protocols & tools

05-09
Have ICT systems, protocols and tools to address and 
manage ICT risks Art. 7 DORA

05-10 Have ICT risk assessment processes Art. 13 Abs. 7 DORA

05-11 Have documented ICT risk treatment measures Art. 3 Abs. 1 (c) RTS risk mgt.

05-12
Have remediation measures to address identified 
weaknesses, deficiencies and gaps in the ICT risk 
management framework

Art. 27 Abs. 2 (h) RTS risk 
mgt.

05-13
Have a process for informing the competent authority on 
the review of ICT risk management framework

Art. 27 Abs. 2 (h) (v) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

05-14 Have an assessment of the overall risk profile Art. 4 Abs. 1 DORA

05-15 Have an assessment of the ICT risk profile Art. 3 Abs. 1 (e) RTS risk mgt.

05-16
Ensure identification of all sources of ICT risk, in 
particular the risk exposure to and from other financial 
entities

Art. 8 Abs, 2 DORA

05-17
Perform an assessment to check whether the risk 
tolerance level have been attained Art. 3 Abs. 1 (c) RTS risk mgt.

05-18

Ensure identification of residual ICT risks at least once a 
year, including the identification of any changes to the 
residual ICT risks, the assessment of available mitigation 
measures and the assessment of whether the reasons 
justifying the acceptance of residual ICT risks are still 
valid and applicable at the date of the review

Art. 3 Abs. 1 (d) (i, iv) RTS risk 
mgt.

05-19
Have an analysis and assessment of the severity of the 
weaknesses, deficiencies and gaps in the ICT risk 
management framework

Art. 27 Abs. 2 (g) RTS risk 
mgt.

05-20
Have assessments to analyze the impact and to 
evaluate the residual risks of weaknesses, deficiencies 
or gaps that are not subject to remedial measures

Art. 27 Abs. 2 (h) (vi) RTS risk 
mgt.

Roles & Responsibilities

05-21
Have a control function to oversee the implementation of 
ICT risk management framework and ICT risks Art. 5 Abs. 2 DORA

05-22
Have roles and responsibilities regarding the 
acceptance of the residual ICT risks that exceed the 
financial entity’s risk tolerance level

Art. 3 Abs. 1 (d) (ii) RTS risk 
mgt.

Reports, reviews, evidences & controls 

05-23
Perform reviews of the ICT risk management framework 
and ensure reporting of the review to the competent 
authorities

Art. 6 Abs. 5 DORA

05-24 Ensure review of risk scenarios Art. 8 Abs, 2 DORA

05-25
Have occassion reports to the ICT risk management 
function Art. 16 Abs. 4 RTS risk mgt.

05-26 Have an overview on landscape of ICT risks Art. 24 Abs. 3 DORA

Register, libraries, inventories

05-27 Have an inventory of the accepted residual ICT risks Art. 3 Abs. 1 (d) (iii) RTS risk 
mgt.

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management

8.7.3 Information 
security management

A.5 Information security 
policies

APO07: Managed 
Human Resources

Workforce and talent 
management

A.7 Human resource 
security

Workforce and talent 
management

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

06-01
Have defined information security objectives including 
key risk metrics and key performance indicators Art. 6 Abs. 8 (c) DORA

06-02
Have a documented information security policy defining 
rules to protect availability, authenticity, integrity and 
confidentiality of data, information assets and ICT assets

Art. 9 Abs. 4 (a) DORA

06-03
Have indicators and measures included in the ICT 
security policies to monitor their implementation and to 
record exceptions from implementation

Art. 2 Abs. 1 (c) RTS risk mgt.

06-04
Consider leading practices and standards for 
information security Art. 2 Abs. 1 (e) RTS risk mgt.

06-05
Have a clear desk policy for papers and clear screen 
policy for information processing facilities

RTS risk mgt. Art. 18 Abs. 2 
(e) RTS risk mgt.

06-07 Have a human resource (security) policy Art. 19 Abs. 1 RTS risk mgt.

Processes, plans, measures, protocols & tools

06-08 Have ICT security tools, policies and procedures Art. 9 Abs. 1, 2 DORA

06-09
Have ICT security awareness programmes and digital 
operational resilience training as compulsory modules in 
staff training schemes.

Art. 5 Abs. 2 (g) DORA

Assessments, analysis, approaches & instruments

06-10
Have an impact assessment upon whether changes to 
ICT security measures require adoption of additional ICT 
security measures

Art. 17 Abs. 2 (h) RTS risk 
mgt.

Roles & Responsibilities

06-11
Have identified roles and responsibilities for the ICT 
security policies’ development, implementation and 
maintenance

Art. 2 Abs. 1 (i) RTS risk mgt.

Reports, reviews, evidences & controls 

06-12 Monitor the implementation of the ICT security policies Art. 2 Abs. 1 (c) RTS risk mgt.

Register, libraries, inventories

06-13 Have records of exemptions from ICT security policies Art. 2 Abs. 1 (c) RTS risk mgt.

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.18 Compliance

APO11: Managed Quality Continual improvement A.13 Communications 
security

Service validation & 
testing A.12 Operations security

COBIT 19 ITIL 4 ISO 20000 ISO 27000

BAI10: Managed 
Configuration

Service configuration 
management

8.2.6 
Configuration 
management

A.12 Operations security

Domain 08
Cryptography, Certificates & Key Management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.10 Cryptography

APO014 Managed Data

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

08-01
Have a documented policy on encryption and 
cryptographic controls considering developments in 
cryptanalysis and leading practices and standards

Art. 6 Abs. 1 RTS risk mgt.

Processes, plans, measures, protocols & tools

08-02 Have protection measures of cryptographic keys Art. 9 Abs. 4 (d) DORA

08-03
Have cryptographic techniques as safeguards against 
intrusions, data misuse and to preserve the availability, 
authenticity, integrity and confidentiality of data

Art. 3 Abs. 1 RTS risk mgt.

08-04 Have rules for encryption of data at rest and in transit Art. 6 Abs. 2 (a) RTS risk mgt.

08-05 Have rules for encryption of data in use Art. 6 Abs. 2 (b) RTS risk mgt.

08-06
Have rules for encryption of internal network 
connections and traffic Art. 6 Abs. 2 (C) RTS risk mgt.

08-07
Have provisions for cryptographic key management 
establishing the correct use, protection and lifecycle of 
cryptographic keys

Art. 6 Abs. 2 (d) RTS risk mgt.

08-09

Ensure identification and implementation of controls to 
protect cryptographic keys through their whole lifecycle 
against loss, unauthorized access, disclosure and 
modification.

Art. 7 Abs. 2 RTS Risk 
Management 

08-10

Lay out in the provisions on cryptographic key 
management the requirements for managing 
cryptographic keys through their whole lifecycle, 
including generating, renewing, storing, backing up, 
archiving, retrieving, transmitting, retiring, revoking and 
destroying keys.

Art. 7 Abs. 1 RTS risk mgt.

08-11
Have methods to replace the cryptographic keys in the 
case of lost, compromised or damaged keys Art. 7 Abs. 3 RTS risk mgt.

Register, libraries, inventories

08-12
Have records on the adoption of mitigation and 
monitoring measures related to the policy on encryption 
and cryptographic controls

Art. 6 Abs. 5 RTS risk mgt.

08-13 Have a register of certificates Art. 7 Abs. 4 RTS risk mgt.

Domain 09
Secure network & infrastructure management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.13 Communications 

security

APO014 Managed Data Infrastructure and 
platform management A.12 Operations security

DSS01: Manage the 
environment.

A.13 Communications 
security

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

09-01
Have documented policies, procedures, protocols and 
tools on network security management Art. 13 Abs. 1 RTS risk mgt.

09-02
Have documented policies, procedures, protocols and 
tools to protect information in transit Art. 14 Abs. 1 RTS risk mgt.

09-03
Have procedures to assess compliance with 
requirements to protect information in transit

Art. 14 Abs. 1 (a) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

09-04
Have appropriate techniques, methods, protocols and 
automated mechanisms to isolate affected information 
assets in the event of cyber-attacks;

Art. 9 Abs. 4 (b) DORA

09-05

Ensure design the network connection infrastructure in a 
way that allows it to be instantaneously severed or 
segmented in order to minimize and prevent contagion, 
especially for interconnected financial processes

Art. 9 DORA

09-06
Have rules for encryption of internal network 
connections and traffic Art. 6 Abs. 2 (C) RTS risk mgt.

09-07 Have a documented reliable reference time source Art. 12 Abs. 2 (f) RTS risk 
mgt.

09-08
Ensure the use of a separate and dedicated network for 
the administration of ICT assets;

Art. 13 Abs. 1 (c) RTS risk 
mgt.

09-09
Ensure identification and implementation of network 
access controls

Art. 13 Abs. 1 (d) RTS risk 
mgt.

09-10
Ensure the securing of network traffic between the 
internal networks and the internet and other external 
connections;

Art. 13 Abs. 1 (g) RTS risk 
mgt.

09-11
Have measures to temporarily isolate subnetworks and 
network components and devices;

Art. 13 Abs. 1 (j) RTS risk 
mgt.

09-12
Have procedures to limit, lock and terminate system and 
remote sessions after a predefined period of inactivity

Art. 13 Abs. 1 (l) RTS risk 
mgt.

09-13
Have safeguards to preserve the availability, 
authenticity, integrity and confidentiality of data in 
context of network security management

Art. 14 Abs. 1 RTS risk mgt.

09-14

Have redundant ICT capacities (e.g. a secondary 
processing site) equipped with resources, capabilities 
and functions that are adequate to ensure business 
needs. 

Art. 12 Abs. 4 DORA

09-15
Ensure documentation of network connections and data 
flows

Art. 13 Abs. 1 (b) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

09-16
Have a risk assessment of the geographical risk profile of 
the primary and secondary processing sites

Art. 24 Abs. 2 (c) (ii) RTS risk 
mgt.

09-17
Ensure identification and definition of ICT and 
information security measures, service levels and 
management requirements of all network services

Art. 13 Abs. 1 (m) RTS risk 
mgt.

09-18
Ensure identification of potential vulnerabilities based on 
reviews of the network architecture and of the network 
security design once a year

Art. 13 Abs. 1 (i) RTS risk 
mgt.

Roles & Responsibilities

09-19

Ensure identification of roles and responsibilities and 
steps for the definition, implementation, approval, 
change and review of firewall rules and connections 
filters.

Art. 13 Abs. 1 (h) RTS risk 
mgt.

Reports, reviews, evidences & controls 

09-20 Ensure review of firewall rules Art. 13 Abs. 1 (h) RTS risk 
mgt.

09-21
Ensure testing of switchover from primary ICT 
infrastructure to the redundant capacity, backups and 
redundant facilities

Art. 25 Abs. 2 (c) RTS risk 
mgt.

09-22
Have an appropriate design of networks taking into 
account leading practices

Art. 13 Abs. 1 (f) RTS risk 
mgt.

09-23
Review the network architecture and the network 
security design once a year to identify potential 
vulnerabilities

Art. 13 Abs. 1 (i) RTS risk 
mgt.

Contractual requirements

09-24
Have network services agreements with ICT intra-group 
service providers or by ICT third-party service providers, 
if required

Art. 13 Abs. 1 (m) RTS risk 
mgt.

Domain 10
Backup

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.12 Operations security

APO014 Managed Data

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

10-01
Have backup policies and procedures specifying the 
scope of the data that is subject to the backup and the 
minimum frequency of the backup

Art. 12 Abs. 1 (a) DORA

10-02
Have restoration and recovery procedures and methods 
for ensuring the restoration of ICT systems and data with 
minimum downtime, limited disruption and loss

Art. 12 Abs. 1 (b) DORA

10-03
Have procedures for ICT system restart, rollback and 
recovery for use in the event of ICT system disruption

Art. 8 Abs. 2 (c) (iii) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

10-04
Have backup and restoration requirements of ICT 
systems

Art. 8 Abs. 2 (b) (i) RTS risk 
mgt.

Reports, reviews, evidences & controls 

10-05
Ensure testing of the backup procedures and restoration 
and recovery procedures and methods Art. 12 Abs. 2 DORA

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

11-01

Have a sound and comprehensive digital operational 
resilience testing programme to assess preparedness 
for handling ICT-related incidents, of identifying 
weaknesses, deficiencies and gaps in digital operational 
resilience, and of promptly implementing corrective 
measures

Art. 24 Abs. 1 DORA

11-02
Have procedures and policies to prioritize, classify and 
remedy all issues revealed throughout the performance 
of security tests

Art. 24 Abs. 5 DORA

Processes, plans, measures, protocols & tools

11-03
Have validation methodologies to check whether all 
identified weaknesses, deficiencies or gaps are fully 
addressed by security tests

Art. 24 Abs. 5 DORA

11-04 Have security testing and audit processes Art. 6 Abs. 5 DORA

Assessments, analysis, approaches & instruments

11-05
Have assessments, tests, methodologies, practices and 
tools for digital operational resilience testing Art. 24 Abs. 2 DORA

11-06
Perform open source analyses as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-07
Perform gap analyses as part of the digital operational 
resilience testing programme Art. 25 Abs. 1 DORA

11-08
Perform vulnerability assessments and scans as part of 
the digital operational resilience testing programme Art. 25 Abs. 1 DORA

11-09
Perform network security assessments as part of the 
digital operational resilience testing programme Art. 25 Abs. 1 DORA

11-10
Make use of scanning software solutions as part of the 
digital operational resilience testing programme Art. 25 Abs. 1 DORA

11-11
Ensure physical security reviews as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-12
Ensure source code reviews as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-13
Perform scenario-based tests as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-14
Perform compatibility testing as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-15
Perform performance testing as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-16
Perform end-to-end testing as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-17
Perform penetration testing as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

11-18
Make use of questionnaires as part of the digital 
operational resilience testing programme Art. 25 Abs. 1 DORA

Reports, reviews, evidences & controls 

11-19 Ensure review of testing programme Art. 24 Abs. 1 DORA

11-20 Ensure digital operational resilience testing Art. 24 Abs. 1 DORA

11-21
Ensure identification of weaknesses, deficiencies and 
gaps in digital operational resilience Art. 24 Abs. 1 DORA

11-22
Ensure testing of all ICT systems and applications 
supporting critical or important functions at least yearly Art. 24 Abs. 6 DORA

Domain 12 
Threat-led penetration testing

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.18 Compliance

APO11: 
Managed Quality Continual improvement A.13 Communications 

security

A.12 Operations security

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

12-01
Ensure implementation of restoration procedures at the 
end of TLPT Art. 5 Abs. 2 (g) RTS TLPT

12-02
Have TLPT procedures for future back-up restauration 
which may contain malware or tools installed during the 
test

Art. 5 Abs. 2 (v) RTS TLPT

12-03 Have arrangements for the use of internal TLPT testers Art. 11 Abs. 1 RTS TLPT

12-04
Have a documented policy for the management of 
internal testers in a TLPT Art. 11 Abs. 1 (a) RTS TLPT

Processes, plans, measures, protocols & tools

12-05 Have measures to manage TLPT risks Art. 5 Abs. 2 RTS TLPT

12-06 Have TLPT testing processes Art. 6 Abs. 3 (a) RTS TLPT

12-07 Have red team test plans Art. 8 Abs. 1 RTS TLPT

12-08
Have measures to improve the identification, protection, 
detection and response capabilities; Art. 10 Abs. 2 (b) RTS TLPT

12-09 Have remediation plans after TLPT Art. 10 Abs. 1 RTS TLPT

12-10

Have measures to ensure that the use of internal testers 
to perform TLPT will not negatively impact the financial 
entity’s general defensive or resilience capabilities 
regarding ICT-related incidents

Art. 11 Abs. 1 (b) RTS TLPT

12-11
Have measures to ensure that internal testers have 
sufficient resources and capabilities available to perform 
TLPT in accordance with this Regulation;

Art. 11 Abs. 1 (c) RTS TLPT

Assessments, analysis, approaches & instruments

12-12 Perform threat-led penetration testing, if required Art. 3 (17) DORA

12-13
Have documented compliance assessments to assess 
the compliance of threat intelligence providers and 
external testers with DORA requirements

Art. 27 Abs. 2 (l) (ii) RTS risk 
mgt.

12-14
Perform a relevance assessment to assess the 
necessity for performance of TLPT Art. 2 Abs. 2 RTS TLPT

12-15
Perform a risk assessment to identify risks associated 
with the TPLT Art. 5 Abs. 1 RTS TLPT

12-16
Have root cause analysis for identified shortcomings in 
TLPT Art. 10 Abs. 2 (b) RTS TLPT

12-17
Have assessments to analyze suitability, competence, 
potential conflicts of interest of the testers Art. 11 Abs. 1 (a) (i) RTS TLPT

Roles & Responsibilities

12-18
Have a test manager and at least one alternate for each 
test Art. 1 Abs. 7 RTS TLPT

Reports, reviews, evidences & controls 

12-19
Have copies of certifications of threat intelligence 
provider and external testers as evidence for their 
professional expertise

Art. 5 Abs. 2 (a) RTS TLPT

12-20
Have records of the documentation provided by the 
external testers and the threat intelligence providers Art. 5 Abs. 2 (i) RTS TLPT

12-21 Have TLPT initiation documents Art. 6 Abs. 1 RTS TLPT

12-22 Have TLPT specification documents Art. 6 Abs. 3 (g) RTS TLPT

12-23
Have an overview on cyber threat landscape faced by the 
financial entity. Art. 7 Abs. 4 RTS TLPT

12-24 Have a targeted threat intelligence report Art. 7 Abs. 5 RTS TLPT

12-25 Have a weekly TLPT report Art. 8 Abs. 7 RTS TLPT

12-26
Have reports summarizing the relevant findings of the 
TLPT Art. 9 Abs. 7 RTS TLPT

12-27 Ensure review of TLPT policy Art. 11 Abs. 1 (a) (i) RTS TLPT

Contractual requirements

12-28 Have contractual arrangements with TLPT-providers Art. 27 Abs. 3 DORA, Art. 5 
Abs. 3 (a) RTS TLPT

12-29 Have arrangements relating to the secrecy of the TLPT Art. 4 Abs. 2 (d) RTS TLPT

12-30
Have project management and reporting agreements 
with threat intelligence provider Art. 8 Abs. 2 RTS TLPT

Domain 14
Data and ICT system security

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.18 Compliance

APO014 Managed Data A.13 Communications 
security

APO11: Managed Quality A.12 Operations security

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

14-01
Have a documented data and ICT system security 
procedure Art. 11 Abs. 1 RTS risk mgt.

Processes, plans, measures, protocols & tools

14-02
Have safeguards against intrusions, data misuse and to 
preserve the availability, authenticity, integrity and 
confidentiality of data

Art. 3 Abs. 1 RTS risk mgt.

14-03
Have security measures to ensure that only authorized 
software is installed

Art. 11 Abs. 2 (c) RTS risk 
mgt.

14-04 Have security measures against malicious codes Art. 11 Abs. 2 (d) RTS risk 
mgt.

14-05
Have security measures to ensure that only authorized 
data storage media, ICT systems and endpoint devices 
are used to transfer and store data of the financial entity

Art. 11 Abs. 2 (e) RTS risk 
mgt.

14-06
Have security measures to ensure a secure use of 
portable endpoint devices and private non-portable 
endpoint

Art. 11 Abs. 2 (f) RTS risk 
mgt.

14-07

Have security measures to ensure the authorization to 
use removable data storage devices only where the 
residual ICT risk remains within the financial entity’s risk 
tolerance level 

Art. 11 Abs. 2 (f) (iii) RTS risk 
mgt.

14-08
Have a process to securely delete data present on 
premises or stored externally

Art. 11 Abs. 2 (g) RTS risk 
mgt.

14-09
Have a process to securely dispose or decommission of 
data storage devices present on premises or stored 
externally containing confidential information

Art. 11 Abs. 2 (h) RTS risk 
mgt.

14-10
Have security measures to prevent data loss and 
leakage for ICT systems and endpoint devices

Art. 11 Abs. 2 (i) RTS risk 
mgt.

14-11
Have security measures to ensure that teleworking and 
the use of private endpoint devices does not adversely 
impact the ICT security

Art. 11 Abs. 2 (j) RTS risk 
mgt.

14-12

Have provisions that non-production environments only 
store anonymized, pseudonymized or randomized 
production data and to protect the integrity and 
confidentiality of data in non-production environments.

Art. 16 Abs. 2 (d) RTS risk 
mgt.

14-13
Ensure scheduling of requirements of ICT systems taking 
into consideration interdependencies among the ICT 
systems;

Art. 8 Abs. 2 (b) (ii) RTS risk 
mgt.

14-14
Ensure separation of ICT production environments from 
the development, testing and other non-production 
environments

Art. 8 Abs. 2 (b) (v) RTS risk 
mgt.

14-15
Ensure conducting of the development and testing in 
environments which are separated from the production 
environment;

Art. 8 Abs. 2 (b) (vi) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

14-16 Perform ICT risk assessments of legacy ICT systems Art. 8 Abs. 7 DORA

14-17
Perform ICT risk assessments before and after 
connecting technologies, applications or systems Art. 8 Abs. 7 DORA

Reports, reviews, evidences & controls 

14-18
Have records of the information needed to perform a 
specific ICT risk assessment on all legacy ICT systems Art. 4 Abs. 2 (c) RTS risk mgt.

14-19

Have appropriate ICT solutions and processes that 
- ensure secure transfer of data, 
- minimize the risk of corruption or loss of data, 
unauthorized access and technical flaws that may 
hinder business activity; 
- prevent the lack of availability, the impairment of the 
authenticity and integrity, the breaches of confidentiality 
and the loss of data;
- ensure that data is protected from risks arising from 
data management, including poor administration, 
processing- related risks and human error.

Art. 9 Abs. 3 DORA

Domain 15
Physical and environmental security

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.11 Physical and 

environmental security

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

15-01
Have policies that limit the physical access to 
information assets and ICT assets to what is required for 
legitimate and approved functions and activities only

Art. 9 Abs. 4 (c) DORA

15-02
Have a documented physical and environmental security 
policy Art. 18 Abs. 1 RTS risk mgt.

15-03
Have a clear desk policy for papers and clear screen 
policy for information processing facilities

Art. 18 Abs. 2 (e) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

15-04

Have measures to protect the premises, data centers of 
the financial entity and sensitive designated areas from 
attacks, accidents and from environmental threats and 
hazards

Art. 18 Abs. 2 (b) RTS risk 
mgt.

15-05
Have measures to secure ICT assets, both within and 
outside the premises of the financial

Art. 18 Abs. 2 (c) RTS risk 
mgt.

15-06
Have measures to provide appropriate protection to 
unattended ICT assets

Art. 18 Abs. 2 (c) RTS risk 
mgt.

15-07
Have measures to ensure the availability, authenticity, 
integrity and confidentiality of data information assets 
and physical access control devices

Art. 18 Abs. 2 (d) RTS risk 
mgt.

15-08
Have safeguards to preserve the availability, 
authenticity, integrity and confidentiality of data in 
context of physical security

Art. 18 Abs. 1 RTS risk mgt.

15-09 Have physical access control measures Art. 21 Abs. 1 (g) RTS risk 
mgt.

Domain 16
Vulnerability & patch management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.12 Operations security

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

16-01 Have documented policies for patches and updates Art. 9 Abs. 4 (f) DORA

16-02

Have documented vulnerability management procedures 
with a view to ensuring the security of networks against 
intrusions and data misuse in order to preserve the 
availability, authenticity, integrity and confidentiality of 
data.

Art. 10 Abs. 1 RTS risk mgt.

16-03
Have procedures for disclosure of vulnerabilities to 
clients and counterparts as well as to the public, as 
appropriate;

Art. 10 Abs. 2 (e) RTS risk 
mgt.

16-04

Have documented patch management procedures with a 
view to ensuring the security of networks and enabling 
safeguards against intrusions and data misuse in order 
to preserve the availability, authenticity, integrity and 
confidentiality of data

Art. 10 Abs. 3 RTS risk mgt.

16-05
Have emergency procedures for the patching and 
updating of ICT assets

Art. 10 Abs. 4 (b) RTS risk 
mgt.

16-06
Have escalation procedures in case the deadline for 
installation of software and hardware patches and 
updates cannot be met

Art. 10 Abs. 4 (d) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

16-07
Monitor the version and possible updates of the third-
party libraries

Art. 10 Abs. 2 (d) RTS risk 
mgt.

16-08

Ensure tracking of usage of vulnerability third-party & 
open source libraries used by ICT services supporting 
critical or important function, of ICT services developed 
by the financial entity itself or customized or developed 
by ICT third-party service provider.

Art. 10 Abs. 2 (d) RTS risk 
mgt.

16-09
Have action plans to address vulnerabilities and 
anomalies in source code

Art. 16 Abs. 2 (b) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

16-10
Have an assessment of cyber threats and ICT 
vulnerabilities relevant to their ICT supported business 
functions, information assets and ICT assets

Art. 8 Abs, 2 DORA

16-11

Have assessments to analyze the potential impact of 
vulnerabilities and cyber threats, ICT-related incidents, 
in particular cyber-attacks on the digital operational 
resilience

Art. 13 Abs,. 1 DORA

16-12
Ensure identification and update of information 
resources to build and maintain awareness about 
vulnerabilities;

Art. 10 Abs. 2 (a) RTS risk 
mgt.

16-13
Perform automated vulnerability scanning and 
assessments on ICT assets

Art. 10 Abs. 2 (b) RTS risk 
mgt.

16-14
Ensure identification of criteria to prioritize the 
deployment of patches and other mitigation measures

Art. 10 Abs. 2 (f) RTS risk 
mgt.

16-15
Ensure identification and evaluation of available 
software and hardware patches and updates by using 
automated tools, where possible

Art. 10 Abs. 4 (a) RTS risk 
mgt.

16-16
Ensure identification and analysis of vulnerabilities and 
anomalies in source code

Art. 16 Abs. 2 (b) RTS risk 
mgt.

16-17
Have assessments to analyze proprietary software and 
source code prior to their deployment in the production 
environment.

Art. 16 Abs. 2 (f) RTS risk 
mgt.

Reports, reviews, evidences & controls 

16-18
Have an overview on cyber threat landscape faced by the 
financial entity. Art. 2 Abs. 1 (k) RTS risk mgt.

16-19
Ensure monitoring and verify the remediation of 
vulnerabilities

Art. 10 Abs. 2 (g) RTS risk 
mgt.

16-20
Have records of detected vulnerabilities affecting ICT 
systems and the monitoring of their resolution

Art. 10 Abs. 2 (h) RTS risk 
mgt.

16-21
Monitor the implementation of action plans to address 
vulnerabilities and anomalies in the source code

Art. 16 Abs. 2 (b) RTS risk 
mgt.

16-22
Perform source code reviews covering both static and 
dynamic testing

Art. 16 Abs. 2 (b) RTS risk 
mgt.

16-23 Ensure security testing of software packages Art. 16 Abs. 2 (b) RTS risk 
mgt.

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management n/a A.9 Access control

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

17-01
Have policies, procedures and controls that address 
access rights and ensure a sound administration thereof Art. 9 Abs. 4 (c) DORA

17-02
Have policies that limit the logical access to information 
assets and ICT assets to what is required for legitimate 
and approved functions and activities only

Art. 9 Abs. 4 (c) DORA

17-03
Have a documented policy on control of access 
management rights

Art. 18 Abs. 2 (a) RTS risk 
mgt.

17-04

Have documented identity management policies and 
procedures ensuring identification and authentication of 
natural persons and systems accessing the financial 
entities' information 

Art. 20 Abs. 1 RTS risk mgt.

17-05
Have account management procedures to grant, change 
or revoke access rights for user and generic accounts, 
including generic administrator account

Art. 21 Abs. 1 (e) RTS risk 
mgt.

17-06
Have policies and protocols for strong authentication 
mechanisms Art. 9 Abs. 4 (d) DORA

Processes, plans, measures, protocols & tools

17-07

Have a lifecycle management process for identities and 
accounts managing the creation, change, review and 
update, temporary deactivation and termination of all 
accounts

Art. 20 Abs. 2 (c) RTS risk 
mgt.

17-08
Ensure assignment of access rights to ICT assets based 
on need-to-know, need-to-use and least privilege 
principles, including for remote and emergency access;

Art. 21 Abs. 1 (a) RTS risk 
mgt.

17-09
Define retention period of logs for granting, reviewing and 
revoking access rights

Art. 21 Abs. 1 (e) (i) RTS risk 
mgt.

17-10
Have automated solutions for the privileged access 
management, where applicable

Art. 21 Abs. 1 (e) (ii) RTS risk 
mgt.

17-11
Ensure revoking of access rights without undue delay 
upon termination of employment or when the access is 
no longer necessary;

Art. 21 Abs. 1 (e) (iii) RTS risk 
mgt.

17-12
Ensure recertification of access rights at least once a 
year for all ICT systems and at least every six months for 
ICT systems supporting critical or important functions;

Art. 21 Abs. 1 (e) (iv) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

17-13
Perform risk assessments upon each major change in 
the network and information system infrastructure Art. 8 Abs. 3 DORA

17-14
Have a risk assessment approach for changes to 
software, hardware, firmware components, systems or 
security parameters

Art. 9 Abs. 4 (e) DORA

Roles & Responsibilities

17-15
Have roles and responsibilities for granting, reviewing 
and revoking access rights

Art. 21 Abs. 1 (e) (i) RTS risk 
mgt.

Reports, reviews, evidences & controls 

17-16 Have records of identity assignments Art. 20 Abs. 2 (b) RTS risk 
mgt.

17-17 Ensure review of identities and accounts Art. 20 Abs. 2 (c) RTS risk 
mgt.

17-18
Have controls and tools to prevent unauthorized access 
to ICT assets

Art. 21 Abs. 1 (d) RTS risk 
mgt.

Domain 18 
ICT change management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

BAI05: Managed 
Organizational Change

Organizational change 
management

8.5.1 Change 
management

A.14 System acquisition, 
development and 

maintenance

BAI06: Managed IT 
Changes

Change control/ Change 
enablement

BAI07: Managed IT 
Change Acceptance & 

Transitioning

Service validation & 
testing

Deployment 
management

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

18-01
Have documented policies, procedures and controls for 
ICT change management Art. 9 Abs. 4 (e) DORA

18-02 Have documented ICT change management procedures Art. 17 Abs. 1 RTS risk mgt.

18-03
Have fall-back procedures, procedures for aborting 
changes and procedures for recovering from changes 

Art. 17 Abs. 2 (e) RTS risk 
mgt.

18-04
Have procedures, protocols and tools to manage 
emergency changes that provide adequate safeguards

Art. 17 Abs. 2 (f) RTS risk 
mgt.

18-05
Have procedures to document, re-evaluate, assess and 
approve emergency changes including workarounds and 
patches

Art. 17 Abs. 2 (g) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

18-06
Have an overall change management process and 
ensure that ICT change management is an integral part 
of it

Art. 9 Abs. 4 (e) DORA

18-07

Have an ICT change management process ensuring that 
all changes to ICT systems are recorded, tested, 
assessed, approved by appropriate lines of 
management, implemented and verified in a controlled 
manner;

Art. 9 DORA

18-08
Have safeguards to preserve the availability, 
authenticity, integrity and confidentiality of data in 
context of change management

Art. 17 Abs. 1 RTS risk mgt.

18-09
Ensure a verification that ICT security requirements have 
been met;

Art. 17 Abs. 2 (a) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

18-10
Perform risk assessments upon each major change in 
the network and information system infrastructure Art. 8 Abs. 3 DORA

18-11
Have a risk assessment approach for changes to 
software, hardware, firmware components, systems or 
security parameters

Art. 9 Abs. 4 (e) DORA

Roles & Responsibilities

18-12
Have mechanisms to ensure independence between the 
functions that approve changes and those responsible 
for requesting and implementing

Art. 17 Abs. 2 (b) RTS risk 
mgt.

18-13

Have clear roles and responsibilities to ensure that 
changes are defined, planned, that an adequate 
transition is designed, that the changes are tested and 
finalized in a controlled manner and that there is an 
effective quality assurance;

Art. 17 Abs. 2 (c) RTS risk 
mgt.

Reports, reviews, evidences & controls 

18-14
Ensure that all changes to ICT systems are recorded, 
tested, assessed, approved, implemented and verified in 
a controlled manner

Art. 9 Abs. 4 (e) DORA

18-15
Ensure documentation and communication of change 
details

Art. 17 Abs. 2 (d) RTS risk 
mgt.

Domain 19
IT project & project portfolio management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

BAI01: Managed 
Programs Project management n/a A.6 Organization of 

information security

APO05: Managed 
Portfolio Portfolio management

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

19-01 Have a documented ICT project management policy Art. 15 Abs. 1 RTS risk mgt.

Assessments, analysis, approaches & instruments

19-02 Perform ICT project risk assessments Art. 15 Abs. 3 (d) RTS risk 
mgt.

Roles & Responsibilities

19-03 Have roles and responsibilities for ICT projects Art. 15 Abs. 3 (b) RTS risk 
mgt.

Reports, reviews, evidences & controls 

19-04
Have management reports of ICT projects and ICT 
project risks Art. 15 Abs. 5 RTS risk mgt.

Domain 20
Acquisition, development and maintenance of ICT 

systems and EUA/IDP

COBIT 19 ITIL 4 ISO 20000 ISO 27000

APO08: Managed 
Relationships Release management

8.5.3 Release & 
deployment 

management

A.14 System acquisition, 
development and 

maintenance

BAI02: Managed 
Requirements Definition

Software development 
and management

8.5.2 Service design and 
transition

A.6 Organization of 
information security

BAI03: Managed 
Solutions Identification 

and Build

Service validation & 
testing

8.3.2 Business 
relationship 

management

APO11: Managed Quality Deployment 
management

Continual improvement

Relationship 
management

Business analysis

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

20-01
Have a documented policy governing the acquisition, 
development and maintenance of ICT systems Art. 16 Abs. 1 RTS risk mgt.

20-02
Have a documented ICT systems’ acquisition, 
development and maintenance procedure Art. 16 Abs. 2 RTS risk mgt.

20-03

Ensure consideration and implementation of ICT 
systems’ acquisition, development and maintenance 
governance to ICT systems developed or managed by 
users outside the ICT function,

Art. 16 Abs. 5 RTS risk mgt.

20-04

Have policies and procedures to manage the ICT 
operations of ICT assets with a view to ensuring the 
security of networks, enabling adequate safeguards 
against intrusions and data misuse and preserving the 
availability, authenticity, integrity and confidentiality of 
data as part of the ICT security policies and procedures

Art. 8 Abs. 2 (b) (vii) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

20-05
Have testing and approval processes when deploying an 
ICT system in the production environment

Art. 15 Abs. 3 (g) RTS risk 
mgt.

20-06

Have safeguards to preserve the availability, 
authenticity, integrity and confidentiality of data in 
context of acquisition, development and maintenance of 
ICT systems

Art. 16 Abs. 1 RTS risk mgt.

20-07
Have security practices and methodologies relating to 
the acquisition, development and maintenance of ICT 
systems 

Art. 16 Abs. 1 (a) RTS risk 
mgt.

20-08

Have measures to mitigate the risk of unintentional 
alteration or intentional manipulation of the ICT systems 
during development, maintenance and deployment in the 
production environment.

Art. 16 Abs. 1 (c) RTS risk 
mgt.

20-09
Have testing and approval processes when deploying an 
ICT system in the production environment

Art. 16 Abs. 2 (a) RTS risk 
mgt.

20-10
Have action plans to address vulnerabilities and 
anomalies in source code

Art. 16 Abs. 2 (b) RTS risk 
mgt.

20-11
Perform source code reviews covering both static and 
dynamic testing

Art. 16 Abs. 2 (b) RTS risk 
mgt.

20-12 Ensure security testing of software packages Art. 16 Abs. 2 (b) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

20-13

Ensure identification of technical specification and ICT 
technical specification of requirements relating to 
acquisition, development and maintenance of ICT 
systems

Art. 16 Abs. 1 (b) RTS risk 
mgt.

20-14
Ensure identification and analysis of vulnerabilities and 
anomalies in source code

Art. 16 Abs. 2 (b) RTS risk 
mgt.

20-15
Have assessments to analyze proprietary software and 
source code prior to their deployment in the production 
environment.

Art. 16 Abs. 2 (f) RTS risk 
mgt.

Reports, reviews, evidences & controls 

20-16
Have technical specification and ICT technical 
specification relating to acquisition, development and 
maintenance of ICT systems,

Art. 16 Abs. 1 (b) RTS risk 
mgt.

20-17
Have controls to protect the integrity of the source code 
of ICT systems

Art. 16 Abs. 2 (e) RTS risk 
mgt.

20-18
Monitor the implementation of action plans to address 
vulnerabilities and anomalies in the source code

Art. 16 Abs. 2 (b) RTS risk 
mgt.

COBIT 19 ITIL 4 ISO 20000 ISO 27000

Managed Service 
Requests and Incidents Incident management 8.6.1 Incident 

management

A.16 Information 
security incident 

management

DSS05: Managed 
Security Services Service desk 8.6.2 Service request 

management A.12 Operations security

DSS03: Managed 
Problems

Service request 
management

8.7.3.3 Information 
security incidents

BAI08 Managed 
Knowledge

Information security 
management

8.6.3 Problem 
management

Monitoring and event 
management

9.1 Monitoring, 
measurement, analysis, 

and evaluation

Measurement and 
reporting

Problem management

Knowledge management

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

21-01
Have a documented ICT-related incident management 
policy Art. 22 Abs. 1 RTS risk mgt.

21-02 Have a communication strategy for ICT-related incidents Art. 6 Abs. 8 (h) DORA

21-03

Have procedures and processes to ensure a consistent 
and integrated monitoring, handling and follow-up of ICT- 
related incidents, to ensure that root causes are 
identified, documented and addressed in order to 
prevent the occurrence of such incidents.

Art. 17 Abs. 2 DORA

21-04

Have procedures to identify, track, log, categorize and 
classify ICT-related incidents according to their priority 
and severity and according to the criticality of the 
services impacted

Art. 17 Abs. 3 (b) DORA

21-05
Have internal escalation procedures for ICT-related 
incidents Art. 17 Abs. 3 (d) DORA

21-06
Have ICT-related incident response procedures to 
mitigate impacts and ensure that services become 
operational and secure in a timely manner.

Art. 17 Abs. 3 (f) DORA

21-07 Have procedures and protocols for handling errors Art. 8 Abs. 2 (c) (i) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

21-08
Have mechanisms to detect ICT-related incidents, to 
prevent their impact and to provide protection from it Art. 6 Abs. 8 (e) DORA

21-09
Have detection mechanisms to detect anomalous 
activities, network performance issues, ICT-related 
incidents and potential material single points of failure

Art. 10 Abs. 1 DORA

21-10
Have automated alert mechanisms based on alert 
thresholds and criteria to trigger and initiate ICT-related 
incident response processes

Art. 10 Abs, 2 DORA

21-11
Have a documented ICT-related incident response 
process Art. 10 Abs, 2 DORA

21-12

Have crisis communication plans enabling a responsible 
disclosure of, at least, major ICT-related incidents or 
vulnerabilities to clients and counterparts as well as to 
the public, as appropriate

Art. 14 Abs. 1 DORA

21-13
Have plans for communication to staff, external 
stakeholders and media in accordance for ICT-related 
incidents

Art. 17 Abs. 3 (d) DORA

21-14
Have mitigation and monitoring measures for ICT-related 
incidents Art. 19 Abs. 3 DORA

21-15
Ensure information of clients about the major ICT-related 
incident and about the measures that have been taken to 
mitigate the adverse effects of such incident

Art. 19 Abs. 3 DORA

21-16
Have mitigation and monitoring to ensure resiliency 
against cyber threats Art. 6 Abs. 3 RTS risk mgt.

21-17

Have technical, organisational and operational 
mechanisms to support the ICT-related incident 
management process including mechanisms to enable a 
prompt detection of anomalous activities and behaviors

Art. 22 Abs. 1 (c) RTS risk 
mgt.

21-18
Have mechanisms to analyze significant or recurring ICT-
related incidents and patterns

Art. 22 Abs. 1 (e) RTS risk 
mgt.

21-19

Have tools generating alerts for anomalous activities 
based on pre-defined rules to identify anomalies 
affecting the completeness and the integrity of the data 
sources or log collection;

Art. 23 Abs. 2 (b) RTS risk 
mgt.

21-20
Ensure logging of anomalous activities in ICT systems 
and network, including date and time of occurrence and 
detection, and the type of the anomalous activity.

Art. 23 Abs. 4 RTS risk mgt.

21-21 Have classification criteria for ICT incidents Art. 3 (c) RTS content of 
major incident reports

Assessments, analysis, approaches & instruments

21-22

When recovering from an ICT-related incident, perform 
necessary checks in order to ensure that the highest 
level of data integrity is maintained and all data is 
consistent between systems.

Art. 12 Abs. 7 DORA

21-23

Have assessments to analyze the potential impact of 
vulnerabilities and cyber threats, ICT-related incidents, 
in particular cyber-attacks on the digital operational 
resilience

Art. 13 Abs,. 1 DORA

21-24
Perform forensic analysis for ICT-related incidents, 
where necessary Art. 13 Abs. 2 (b) DORA

21-25

Have assessments to analyze the frequency, types, 
magnitude and evolution of ICT-related incidents, in 
particular cyber-attacks and their patterns, with a view 
to understanding the level of ICT risk exposure, in 
particular in relation to critical or important functions, 
and enhance the cyber maturity and preparedness of the 
financial entity

Art. 13 Abs. 4 DORA

21-26
Have root cause analysis and documented root causes 
of ICT-related incidents Art. 17 Abs. 2 DORA

21-27 Have early warning indicators for ICT related incidents Art. 17 Abs. 3 (a) DORA

21-28
Have assessments of possible cross-border impacts of 
ICT-related incidents Art. 19 Abs. 1 DORA

21-29
Have assessments to analyze significant or recurring 
ICT-related incidents and patterns in the number and the 
occurrence of ICT-related incidents.

Art. 22 Abs. 1 (e) RTS risk 
mgt.

21-30
Ensure identification of anomalous activities and 
behavior

Art. 23 Abs. 2 (b) RTS risk 
mgt.

21-31
Ensure recording, analyses and evaluation of information 
on all anomalous activities and behaviors

Art. 23 Abs. 2 (d) RTS risk 
mgt.

21-32
Have assessments to analyze the reputational impact of 
the ICT-related incidents

Art. 2 Abs. 2 RTS ICT 
Incidents

21-33

Have assessments to analyze the behaviors 
geographical spread of the ICT-related incident and 
whether it has or had an impact in the territories of other 
Member States, 

Art. 4 RTS ICT Incidents

21-34

Have assessments to analyze whether the incident 
affects or has affected ICT services or network and 
information systems that support critical or important 
functions of the financial entity;

Art. 6 RTS ICT Incidents

21-35

Have assessments to analyze whether the incident 
affects or has affected financial services that require 
authorization, registration or that are supervised by 
competent authorities; or

Art. 6 (b) RTS ICT Incidents

21-36

Have assessments to analyze whether the incident 
represents a successful, malicious and unauthorized 
access to the network and information systems of the 
financial entity.

Art. 6 (c) RTS ICT Incidents

21-37
Have an impact assessment for classification of ICT 
incidents

Art. 9 Abs. 1 (f) RTS ICT 
Incidents

21-38
Have assessments to analyze the economic impact of 
ICT-related incidents

Art. 14 Abs. 2 RTS ICT 
Incidents

21-39
Have assessments to analyze the existence of recurring 
incidents on a monthly basis

Art. 15 Abs. 2 RTS ICT 
Incidents

21-40

Have assessments to analyze whether the cyber threat 
could affect or could have affected critical or important 
functions of the financial entity, or could affect other 
financial entities, third party providers, clients or 
financial counterparts

Art. 16 Abs. 1 (a) RTS ICT 
Incidents

21-41
Have assessments to analyze whether the cyber threat 
has a high probability of materialization

Art. 16 Abs. 1 (b) RTS ICT 
Incidents

21-42
Perform a relevance assessment of whether the major 
incident is relevant for competent authorities in other 
Member States 

Art. 17 empty RTS ICT 
Incidents

Roles & Responsibilities

21-43
Have a role ensuring the implementation of the 
communication strategy for ICT-related incidents and 
fulfilling the public and media function for that purpose.

Art. 14 Abs. 3 DORA

21-44
Have roles and responsibilities that need to be activated 
for different ICT-related incident types and scenarios Art. 17 Abs. 3 (c) DORA

21-45
Have roles and responsibilities to effectively detect and 
respond to ICT-related incidents and anomalous 
activities.

Art. 23 Abs. 1 RTS risk mgt.

Reports, reviews, evidences & controls 

21-46
Ensure reporting of major ICT-related incidents to the 
competent authorities Art. 1 Abs. 1 (a) (ii) DORA

21-47
Ensure reporting of major operational or security 
payment-related incidents to the competent authorities Art. 1 Abs. 1 (a) (iii) DORA

21-48
Ensure reporting of aggregated annual cost and losses 
caused by major ICT-related incidents to the competent 
authorities 

Art. 11 Abs. 10 DORA

21-49 Have ICT-related incidents reports Art. 6 Abs. 8 (f) DORA

21-50 Have records of ICT-related incidents Art. 17 Abs. 2 DORA

21-51

Have a list of contacts with internal functions and 
external stakeholders that are directly involved in ICT 
operations’ security, including on detection and 
monitoring cyber threats, detection of anomalous 
activities and vulnerability management;

Art. 22 Abs. 1 (b) RTS risk 
mgt.

21-52 Have evidences relating to ICT-related incidents Art. 22 Abs. 1 (d) RTS risk 
mgt.

21-53 Have a classification of ICT incidents Art. 22 Abs. 1 (d) RTS risk 
mgt.

21-54 Have records of anomalous activities and behaviors Art. 23 Abs. 3 RTS risk mgt.

21-55
Use templates for initial incident report, for intermediate 
incident report and template for final incident report to 
competent authorities

Art. 1 Abs. 1 ITS incident 
reporting, Art. 19 Abs. 1
DORA

21-56
Ensure post ICT-related incident reviews and 
identification of required improvements to the ICT 
operations 

Art. 13 Abs. 2 DORA

Domain 22
Monitoring, Availability, Capacity & Performance 

Management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS01: Managed 
Operations

Monitoring and event 
management

9.1 Monitoring, 
measurement, analysis, 

and evaluation
A.12 Operations security

Measurement and 
reporting

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

22-01
Have documented capacity and performance 
management procedures to identify capacity 
requirements of their ICT systems

Art. 9 Abs. 1 RTS risk mgt.

22-02

Have resource optimization and monitoring procedures 
to maintain and improve the availability of data and ICT 
systems and efficiency of ICT systems and prevent ICT 
capacity shortage

Art. 9 Abs. 1 RTS risk mgt.

22-03

Have documented policies and procedures to manage 
the ICT operations of ICT assets with a view to ensuring 
the security of networks, enabling adequate safeguards 
against intrusions and data misuse and preserving the 
availability, authenticity, integrity and confidentiality of 
data as part of the ICT security policies and procedures

Art. 8 Abs. 1 RTS risk mgt.

22-04
Have policies and procedures for ICT operations 
including controls and monitoring of ICT systems Art. 8 Abs. 2 (b) RTS risk mgt.

22-05
Have policies and procedures to manage the ICT 
operations of ICT assets as part of the ICT security 
policies and procedures

Art. 8 Abs. 2 RTS Risk 
Management 

22-06
Have policies and procedures for ICT operations 
including controls and monitoring of ICT systems

Art. 8 Abs. 2 (b) RTS Risk 
Management 

Processes, plans, measures, protocols & tools

22-07

Have redundant ICT capacities (e.g. a secondary 
processing site) equipped with resources, capabilities 
and functions that are adequate to ensure business 
needs. 

Art. 12 Abs. 4 DORA

22-08
Have appropriate measures to cater for the specificities 
of ICT systems with long or complex procurement or 
approval processes or that are resource-intensive.

Art. 9 Abs. 2 RTS risk mgt.

Reports, reviews, evidences & controls 

22-09
Monitor and control the security and functioning of ICT 
systems and tools Art. 9 Abs. 1 DORA

Domain 23
ICT outsourcing & third-party risk management

Domain 13
Logging

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

13-01
Have documented logging procedures, protocols and 
tools. Art. 12 Abs. 1 RTS risk mgt.

Processes, plans, measures, protocols & tools

13-02
Have safeguards against intrusions, data misuse and to 
preserve the availability, authenticity, integrity and 
confidentiality of data in context of logging

Art. 12 Abs. 1 RTS risk mgt.

13-03 Have measures to secure and handle the log data Art. 12 Abs. 2 (a) RTS risk 
mgt.

13-04
Ensure logging of anomalous activities in ICT systems 
and network

Art. 12 Abs. 2 (b) RTS risk 
mgt.

13-05
Ensure logging of events related to identity management, 
and logical and physical access control

Art. 12 Abs. 2 (c) (i) RTS risk 
mgt.

13-06
Ensure logging of events related to capacity 
management

Art. 12 Abs. 2 (c) (ii) RTS risk 
mgt.

13-07 Ensure logging of events related to change management Art. 12 Abs. 2 (c) (iii) RTS risk 
mgt.

13-08
Ensure logging of events related to ICT operations, 
including ICT system activities

Art. 12 Abs. 2 (c) (iv) RTS risk 
mgt.

13-09
Ensure logging of events related to network traffic 
activities, including ICT network performance;

Art. 12 Abs. 2 (c) (v) RTS risk 
mgt.

13-10

Have measures to protect logging systems and log 
information against tampering, deletion and 
unauthorized access at rest, in transit and, where 
relevant, in use;

Art. 12 Abs. 2 (d) RTS risk 
mgt.

13-11 Have measures to detect failure of logging systems Art. 12 Abs. 2 (e) RTS risk 
mgt.

13-12
Define retention period of logs for granting, reviewing and 
revoking access rights

Art. 21 Abs. 1 (e) (i) RTS risk 
mgt.

13-13
Ensure identification and logging of natural persons who 
are authorized to access premises, data centers and 
sensitive designated areas 

Art. 21 Abs. 1 (g) (i) RTS risk 
mgt.

13-14

Ensure the identification of the events to be logged, the 
retention period of the logs and the measures to secure 
and handle the log data, considering the purpose for 
which the logs are created. 

Art. 23 Abs. 2 (a) (i) RTS risk 
mgt.

Assessments, analysis, approaches & instruments

13-15

Ensure the identification of the events to be logged, the 
retention period of the logs and the measures to secure 
and handle the log data, considering the purpose for 
which the logs are created. 

Art. 12 Abs. 2 (a) RTS risk 
mgt.

Reports, reviews, evidences & controls 

13-16 Have protocols for audit-trail and system log information Art. 8 Abs. 2 (b) (iii) RTS risk 
mgt.

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS05: Managed 
Security Services

Information security 
management

9.1 Monitoring, 
measurement, analysis, 

and evaluation
A.12 Operations security

DSS01: Managed 
Operations

Monitoring and event 
management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

APO10: Managed 
Vendors

Supplier managemfent
8.3.4 Supplier 
management

A.14 System 
acquisition, 

development and 
maintenance

APO11: Managed 
Quality

Continual improvement

# DOR A requirement
DORA 
Reference 

Strategies, policies, frameworks, models & procedures

23-01
Have a strategy on ICT third-party risk and a multi-vendor 
strategy, if required Art. 28 Abs. 2 DORA

23-02
Have a documented policy on the use of ICT services 
supporting critical or important functions provided by ICT 
third-party service providers

Art. 28 Abs. 2 DORA

23-03 Have exit strategies and termination processes Art. 28 Abs. 8 DORA

Processes, plans, measures, protocols & tools

23-04
Have audit plans for ICT Third-party service providers and 
adhere to accepted audit standards Art. 28 Abs. 6 DORA

23-05 Have documented exit plans Art. 28 Abs. 8 DORA

23-06
Have transition plans to alternative ICT third-party 
providers Art. 28 Abs. 8 DORA

23-07
Have contingency measures to maintain business 
continuity in the event of business disruption due to 
inappropriate or failed provision of ICT services

Art. 28 Abs. 8 DORA

23-08
Have measures for the sound management of ICT third-
party risk Art. 1 Abs. 1 (a) (vi) DORA

23-09

Have measures to identify, prevent and manage actual 
or potential conflicts of interests arising from the use of 
ICT third-party service providers before entering relevant 
contractual arrangement

Art. 7 Abs. 1 RTS contractual 
arrangements

23-10
Have a due diligence process ensuring assessment and 
selection of suitable ICT third-party service providers Art. 28 Abs. 4 (d) DORA

23-11
Have a decision-making process on the use of ICT 
services supporting critical or important functions 
provided by ICT third-party service providers

Art. 4 Abs. 1 (a) RTS 
contractual arrangements

23-12
Have a approval process of new or material changes to 
relevant third-party contractual arrangement

Art. 4 Abs. 1 (b) RTS 
contractual arrangements

23-13 Have a renewal process for contractual arrangements Art. 8 Abs. 4 RTS contractual 
arrangements

Assessments, analysis, approaches & instruments

23-14
Perform assessments for identifying whether contractual 
arrangements cover the use of ICT services supporting a 
critical or important functions

Art. 28 Abs. 4 (a) DORA

23-15
Perform assessments to identify whether supervisory 
conditions for contracting are met Art. 28 Abs. 4 (b) DORA

23-16

Perform a third-party risk assessment considering the 
impact of the provision of ICT services supporting critical 
or important functions by ICT third-party service 
providers on own risks, including operational risks, legal 
risks, ICT risks, reputational risks, risks to the protection 
of confidential or personal data, risks linked to the 
availability of data, risks linked to where the location of 
the data is processed and stored and the location of the 
ICT third-party service provider as well as ICT 
concentration risks

Art. 3 (18) DORA

23-17
Have a risk assessment to analyze the impact of planned 
material changes regarding the ICT third-party service 
providers

Art. 5 Abs. 2 (i) (iii) DORA

23-18
Perform assessments to identify whether supervisory 
conditions for contracting are met Art. 28 Abs. 4 (b) DORA

23-19
Perform risk assessments to identify all relevant risks in 
relation to the contractual arrangement Art. 28 Abs. 4 (c) DORA

23-20
Perform assessments to identify and analyze potential 
conflicts of interest that the contractual arrangement 
may cause

Art. 28 Abs. 4 (e) DORA

23-21

Perform assessments whether and how subcontracting 
chains impact the ability to fully monitor the contracted 
functions and the ability of the competent authority to 
supervise the financial entity in that respect

Art. 29 Abs. 2 DORA

23-22
Perform assessments of ICT services related to 
substitutability, last audit, exit plan, possibility of 
reintegration impact of discontinuing and alternatives

Art. 5 Abs. 1 (o) ITS 
information Register

23-23

Have assessments to analyze whether the ICT third party 
service provider has sufficient resources to ensure that 
the financial entity complies with all its legal and 
regulatory requirements

Art. 3 Abs. 5 RTS contractual 
arrangements

23-24
Have assessments of the content of third-party 
certifications or audit reports of ICT third-party service 
providers

Art. 8 Abs. 3 (c) RTS 
contractual arrangements

23-25
Ensure identification of the branches of financial entities 
located outside the home country 

Art. 5 Abs. 1 (c) ITS 
information Register

23-26
Ensure identification of the ICT third-party service 
providers signing the contractual arrangements for 
providing ICT service(s) 

Art. 5 Abs. 1 (i) ITS 
information Register

23-27
Ensure identification of the entities signing the 
contractual arrangements for providing ICT service(s

Art. 5 Abs. 1 (j) ITS 
information Register

23-28
Have a methodology and perform assessments to 
determine ICT services supporting critical or important 
functions

Art. 3 Abs. 3 RTS contractual 
arrangements

23-29
Perform audits or independent assessments on ICT 
services supporting critical or important functions as 
part of the due diligence process 

Art. 6 Art. 3 (a) (i) RTS 
contractual arrangements

23-30
Perform assessments on the existence of risk mitigation 
and business continuity measures within the ICT third-
party service provider

Art. 6 Art. 2 RTS contractual 
arrangements

Roles & Responsibilities

23-31

Have a control function to oversee the contractual 
agreements with third-party service providers, the ICT 
services provided under these arrangements and related 
ICT third-party risks 

Art. 5 Abs. 3 DORA

23-32
Ensure clear allocation of information security roles and 
responsibilities between the financial entity and the ICT 
third-party service provider

Art. 11 Abs. 2 (k) (ii) RTS risk 
mgt.

23-33
Have auditors conducting inspections and audits on ICT 
third-party service providers Art. 28 Abs. 6 DORA

Reports, reviews, evidences & controls 

23-34
Ensure reporting on the number of new contractual 
arrangements to the competent authorities Art. 28 Abs. 3 DORA

23-35
Ensure reporting of all data points in the register of 
information

Art. 4 Abs. 3 ITS information 
Register

23-36
Ensure review of the policy on the use of ICT services 
supporting critical or important functions Art. 5 Abs. 2 (h) DORA

23-37 Ensure review of ICT third-party risk strategy Art. 28 Abs. 2 DORA

23-38 Ensure review and testing of exit plans Art. 28 Abs. 8 DORA

23-39 Ensure review of NDA Art. 14 Abs. 1 (c) RTS risk 
mgt.

23-40 Ensure review of information register Art. 3 Abs. 2 ITS information 
Register

23-41
Ensure review of assessment to determine ICT services 
supporting critical or important functions

Art. 3 Abs. 3 RTS contractual 
arrangements

23-42
Have internal controls for contractual agreements for the 
use of ICT services supporting critical or important 
functions provided by ICT third-party service providers

Art. 4 Abs. 1 (c) RTS 
contractual arrangements

23-44
Have records from due diligence process such as third-
party certifications, internal audit reports or independent 
audit reports,

Art. 6 Art. 3 (a) (ii) RTS 
contractual arrangements

23-45
Have evidences of third-party services providers 
inspections & audits, e.g. own audit reports or third-party 
certifications

Art. 8 Abs. 2 (b) RTS 
contractual arrangements

Contractual requirements

23-46
Have documented contractual agreements with ICT 
third-party service providers DORA Art. 1 Abs. 1 (b) DORA

23-47
Have documented confidentiality or non-disclosure 
arrangement for both the staff of the financial entity and 
of third parties are implemented

Art. 14 Abs. 1 (c) RTS risk 
mgt.

23-48
Make use of standard contractual clauses developed by 
public authorities für specific services Art. 30 Abs. 4 DORA

23-49
Have a documented planned timeline for implementation 
of provider policy

Art. 3 Abs. 2 RTS contractual 
arrangements

23-50
Have audit arrangements on information access, 
inspection, audit and ICT testing rights in contractual 
agreements

Art. 6 Abs. 1 (d) RTS 
contractual arrangements

23-51
Ensure compliance of ICT third-party service providers 
with most up-to-date and highest quality information 
security standards

Art. 28 Abs. 5 DORA

Register, libraries, inventories

23-52 Have a documented register of information Art. 28 Abs. 3 DORA

Domain 24
Subcontracting management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

APO10: Managed 
Vendors

Supplier managemfent
8.3.4 Supplier 
management

A.14 System 
acquisition, 

development and 
maintenance

APO09: Managed 
Service Agreements

Service level 
management

8.3.3 Service level 
management

APO11: Managed 
Quality

Continual improvement

# DORA requirement
Exemplary
DORA reference 

Processes, plans, measures, protocols & tools

24-01
Ensure that ICT third-party service providers due 
diligence processes is able to select appropriate ICT 
subcontractors as required

Art. 3 Abs. 1 (a) RTS 
Subcontracting

24-02
Ensure replication of contractual arrangements in 
subcontracting arrangements between the ICT third-
party service provider and subcontractors

Art. 3 Abs. 1 (c) RTS 
Subcontracting

Assessments, analysis, approaches & instruments

24-03

Have subcontractor risk assessments to decide whether 
an ICT service supporting critical or important functions 
may be subcontracted by an ICT third-party service 
provider

Art. 3 Abs. 1 RTS 
Subcontracting

24-04
Perform third-party assessments on ICT third-party 
service providers due diligence processes to ensure an 
appropriate selection of ICT subcontractors

Art. 3 Abs. 1 (a) RTS 
Subcontracting

24-05
Perform third-party assessments to ensure appropriate 
information and involvement of the financial entity in the 
decision-making related to subcontracting

Art. 3 Abs. 1 (b) RTS 
Subcontracting

24-06

Perform third-party assessments on replication of 
relevant contractual arrangements in the subcontracting 
arrangements between the ICT third-party service 
provider and its subcontractors

Art. 3 Abs. 1 (c) RTS 
Subcontracting

24-07
Perform third-party assessments to ensure that the ICT 
third-party service provider is able to monitor its 
subcontractors

Art. 3 Abs. 1 (d) RTS 
Subcontracting

24-08
Perform impact assessments to assess the impact of a 
possible failure of a subcontractor

Art. 3 Abs. 1 (f) RTS 
Subcontracting

24-09
Perform risk assessments for identification of risks 
associated with the geographical location of the 
potential subcontractors

Art. 3 Abs. 1 (g) RTS 
Subcontracting

24-10
Ensure identification of ICT services supporting critical 
or important functions and which of those are eligible for 
subcontracting and under which conditions

Art. 4 empty RTS 
Subcontracting

24-11

Have assessments to analyze all risks, including ICT 
risks, associated with the location of the potential 
subcontractor and its parent company and the location 
where the ICT service is provided from;

Art. 4 (c) RTS Subcontracting

24-12
Have assessments to analyze the impact of material 
changes to the subcontracting arrangements on the 
risks it is or might be exposed to, 

Art. 6 Abs. 1 RTS 
Subcontracting

Reports, reviews, evidences & controls 

24-13
Have periodic incidents reports, service delivery reports, 
reports on ICT security of ICT provider and reports on 
business continuity measures and testing of ICT provider

Art. 3 Abs. 1 (d) RTS 
Subcontracting

24-14
Have internal controls, to monitor and oversee 
subcontracted ICT services

Art. 3 Abs. 1 (e) RTS 
Subcontracting

24-15 Monitor the ICT subcontracting chain Art. 5 Abs. 1 RTS 
Subcontracting

24-16
Have a documented ICT subcontracting chain for ICT 
service supporting critical or important functions

Art. 5 Abs. 1 RTS 
Subcontracting

24-17

Ensure monitoring of subcontracting conditions through 
reviews of contractual documentation between ICT third-
party service providers and subcontractors, and key 
performance indicators to ensure that all the conditions 
of subcontracting are complied

Art. 5 Abs. 2 RTS 
Subcontracting

24-18 Have documented subcontracts Art. 5 Abs. 2 RTS 
Subcontracting

Contractual requirements

24-19
Have contractual agreements ensuring a timely 
information on material changes to the subcontracting 
arrangements of the ICT third-party service provider

Art. 6 Abs. 1 RTS 
Subcontracting

Domain 25
ICT provider & service level management

COBIT 19 ITIL 4 ISO 20000 ISO 27000

APO10: Managed 
Vendors

Supplier managemfent
8.3.4 Supplier 
management

A.14 System 
acquisition, 

development and 
maintenance

APO09: Managed 
Service Agreements

Service level 
management

8.3.3 Service level 
management

APO11: Managed 
Quality

Continual improvement

# DORA requirement
Exemplary
DORA reference 

Strategies, policies, frameworks, models & procedures

25-01
Have a documented policy on the use of ICT services 
supporting critical or important functions provided by ICT 
third-party service providers

Art. 4 Abs. 1 RTS contractual 
arrangements

Processes, plans, measures, protocols & tools

25-02
Ensure including ICT third-party service providers 
insecurity awareness programmes and digital 
operational resilience training, where appropriate

Art. 13 Abs. 6 DORA

25-03

Ensure technical and organisational measures to 
minimize the risks related to the infrastructure used by 
the ICT third-party service provider for its ICT services, 
considering leading practices and standard

Art. 11 Abs. 2 (k) (iv) RTS risk 
mgt.

25-04
Have processes for each main phase of the lifecycle of 
the use of ICT services provided by ICT third-party 
service providers

Art. 4 Abs. 1 RTS contractual 
arrangements

25-05

Have measures to monitor compliance with 
requirements regarding the confidentiality, availability, 
integrity and authenticity of data and information, and 
the compliance of the ICT third-party service providers 
with the financial entity’s relevant policies and 
procedures.

Art. 9 Abs. 1 RTS contractual 
arrangements

25-06
Have measures to adopt if shortcomings of the ICT third-
party service provider are identified

Art. 9 Abs. 4 RTS contractual 
arrangements

Assessments, analysis, approaches & instruments

25-07

Ensure identification and implementation of 
requirements to maintain digital operational resilience 
for ICT assets or services operated by ICT third-party 
providers

Art. 11 Abs. 2 (k) RTS risk 
mgt.

25-08
Have assessments to analyze the performance of ICT 
third party service providers

Art. 9 Abs. 1 RTS contractual 
arrangements

25-09
Have measures and key indicators to monitor and 
assess the performance of ICT third party service 
providers

Art. 9 Abs. 1 RTS contractual 
arrangements

25-10
Have documented assessments of quality and 
performance of ICT services provided by ICT third party 
service providers

Art. 9 Abs. 2 RTS contractual 
arrangements

25-11

Have assessments on the performance of ICT third-party 
service providers using key performance indicators, key 
control indicators, audits, self-certifications and 
independent reviews 

Art. 9 Abs. 2 (b) RTS 
contractual arrangements

Reports, reviews, evidences & controls 

25-12 Have reports of ICT third-party service providers Art. 30 Abs. 3 (b) DORA

25-13
Have reports of ICT third-party service provider on 
vulnerabilities, root cause analysis and implementation 
of mitigation actions

Art. 10 Abs. 2 (c) RTS risk 
mgt.

25-14

Have periodic incidents reports, service delivery reports 
quality, reports on ICT security and reports on business 
continuity measures and testing of ICT third-party 
service providers

Art. 9 Abs. 2 (a) RTS 
contractual arrangements

25-15
Have notifications of ICT third-party service providers 
related to ICT-related incidents and operational or 
security payment related incidents

Art. 9 Abs. 2 (d) RTS 
contractual arrangements

25-16
Ensure independent reviews and compliance audits with 
legal and regulatory requirements and policies of ICT 
service providers

Art. 9 Abs. 2 (e) RTS 
contractual arrangements

Contractual requirements

25-17
Have service level agreements with ICT third-party 
service providers

Art. 9 Abs. 1 RTS contractual 
arrangements

Domain 26
ICT business continuity management 

COBIT 19 ITIL 4 ISO 20000 ISO 27000

DSS04: Managed 
Continuity

Service continuity 
management

8.7.2 Service continuity 
management

A.17 Information 
security aspects of 
business continuity 

management

APO11: Managed 
Quality

Continual improvement

# DOR A requirement
DORA 
Reference 

Strategies, policies, frameworks, models & procedures

26-01
Have a documented ICT business continuity policy as 
part of the overall business continuity policy Art. 5 Abs. 2 (e) DORA

26-02
Have documented arrangements, plans, procedures and 
mechanisms for ICT business continuity management Art. 11 Abs, 2 DORA

26-03 Have defined recovery (time & point) objectives Art. 12 Abs. 5 (b) DORA

26-04

Have communication policies for staff differentiating 
between staff involved in ICT risk management, in 
particular the staff responsible for response and 
recovery, and staff that needs to be informed

Art. 14 Abs. 2 DORA

26-05
Have restoration and recovery procedures and methods 
for ensuring the restoration of ICT systems and data with 
minimum downtime, limited disruption and loss

Art. 12 Abs. 1 (b) DORA

26-06
Have escalation procedures for the implementation of 
the ICT business continuity policy and to ensure that 
sufficient resources are available

Art. 24 Abs. 1 (e) RTS risk 
mgt.

26-07
Have procedures to verify the ability of the staff, ICT 
third-party service providers, ICT systems and ICT 
services to respond adequately to scenarios

Art. 25 Abs. 2 (e) RTS risk 
mgt.

Processes, plans, measures, protocols & tools

26-08
Have documented ICT response and recovery plans 
taking into account the results of the BIA Art. 5 Abs. 2 (e) DORA

26-09

Have crisis communication plans enabling a responsible 
disclosure of, at least, major ICT-related incidents or 
vulnerabilities to clients and counterparts as well as to 
the public, as appropriate

Art. 14 Abs. 1 DORA

26-10
Have plans with containment measures, processes and 
technologies suited to each type of ICT-related incident 
preventing further damage

Art. 11 Abs, 2 (c) DORA

26-11

Have ICT business continuity plans and ensure their 
maintenance and testing notably for outsourced or 
contracted ICT services relevant for critical or important 
functions

Art. 11 Abs. 4 DORA

Assessments, analysis, approaches & instruments

26-12
Ensure risk assessment of challenges faced upon the 
activation of ICT business continuity plans and ICT 
response and recovery plans

Art. 13 Abs. 3 DORA

26-13
Have a business impact analysis to assess the potential 
impact of severe business disruptions

Art. 24 Abs. 1 (a) RTS risk 
mgt.

26-14

Ensure identification of relevant scenarios for ICT 
response and recovery plans, taking into account the 
following scenarios: 1) cyber-attacks and switchovers 2) 
failures of ICT third-party service provider; 3) failure of 
premises, 4) failure of ICT assets or communication 
infrastructure; 5) non-availability of staff, 6) climate 
change, natural disasters, pandemic, and physical 
attacks, 7) insider attacks, 8) political and social 
instability, 9) widespread power outages

Art. 11 Abs. 6 DORA

26-15
Ensure documentation and analysis of test results of 
business continuity tests Art. 25 Abs. 5 RTS risk mgt.

26-16
Ensure that ICT response and recovery plans are subject 
of internal audit reviews Art. 11 Abs. 3 DORA

Roles & Responsibilities

26-17
Have a control function to oversee the implementation of 
ICT business continuity policy and ICT response and 
recovery plans

Art. 5 Abs. 2 (e) DORA

26-18

Have a crisis management function to set out 
procedures to manage internal and external crisis 
communications in the event of activation of their ICT 
business continuity plans or ICT response and recovery 
plans

Art. 11 Abs. 7 DORA

26-19
Have roles and responsibilities to implement the ICT 
business continuity policy 

Art. 24 Abs. 1 (e) RTS risk 
mgt.

Reports, reviews, evidences & controls 

26-20
Have management reports on identified deficiencies in 
context of business continuity tests Art. 25 Abs. 5 RTS risk mgt.

26-21
Ensure review of ICT business continuity policy and of 
ICT response and recovery plans Art. 11 Abs. 6 DORA

26-22
Ensure review of the effectiveness of ICT business 
continuity plans

Art. 24 Abs. 1 (i) RTS risk 
mgt.

26-23
Test the ICT business continuity plans and the ICT 
response and recovery plans Art. 11 Abs. 6 (b) DORA

26-24 Test the crisis communication plans Art. 11 Abs. 6 (b) DORA

26-25
Have records of activities before and during disruption 
events when their ICT business continuity plans and ICT 
response and recovery plans are activated

Art. 11 Abs. 8 DORA

26-26
Ensure testing of ICT business continuity plans of ICT 
third-party service providers Art. 30 Abs. 3 (c) DORA

26-27
Ensure testing of ICT services provided by ICT third-party 
service providers

Art. 25 Abs. 2 (b) RTS risk 
mgt.

26-28
Perform testings of ICT business continuity plans to 
assess the ability to ensure the continuity of critical or 
important functions

Art. 25 Abs. 2 RTS risk mgt.

Contractual requirements

26-29
Have documented ICT business continuity arrangements 
with ICT third-party service providers Art. 11 Abs. 4 DORA

26-30

Have ICT business continuity plans and ensure their 
maintenance and testing notably for outsourced or 
contracted ICT services relevant for critical or important 
functions

Art. 11 Abs. 4 DORA

26-31
Have contingency measures to maintain business 
continuity in the event of business disruption due to 
inappropriate or failed provision of ICT services

Art. 26 Abs. 4 RTS Risk 
Management 
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